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Abstract: The existing intelligent anti-jamming methods based on deep reinforcement learning are applied to space-
ground TT&C and communication links, in which the deep neural network used for decision-making has a complex
structure, and the resources of satellites and other vehicles are limited, making it difficult to independently complete the
timely training of complex neural network under the constraints of limited complexity, and the decision-making of anti-
jamming cannot converge. Aiming at the above problems, an intelligent anti-jamming decision algorithm based on proxi-
mal policy optimization was proposed, which deployed the decision-making neural network and the training neural net-
work in the vehicles and the ground station, respectively. The ground station conducted the optimal offline training based
on the empirical information feedback from the vehicles, and assisted the decision-making neural network in parameter
updating, thereby achieving the effective selection of anti-jamming strategies while satisfying the resource constraints of
the vehicles. The simulation results demonstrate that the convergence speed of the proposed algorithm is increased by
37%, and the system capacity after convergence is increased by 25%, compared with the decision algorithms of policy
gradient and deep Q-learning.

Keywords: proximal policy optimization, deep reinforcement learning, intelligent anti-jamming, anti-jamming decision

WisBEER: 2023-12-26; fEEHER: 2024-04-10

BIEEE: S, ma song@139.com

EHEUIH: EXARFAEERIIH (No.62131005, No.62071096)

Foundation Items: The National Natural Science Foundation of China (N0.62131005, No.62071096)



250 -

5

hallis

{18 %45 %

B

0 5|5

BEE IR “25F A R KR, A1
of I A5 PR A i 3R 230 A b o B SRGBR SR B sy o A A BR
Y N S I AR R . R TR S DA K
NARKRBIEE K IEH bR R — R4 5
28 DAHB T X 28 9 kil DA (R R 48 R e, R
LML WA E AR IA N 1) & SR P R e 4E 7R
mEEELE, AAEENRE. mHULAESR
N BEEIEG AR AR R E, Rith—k
HAE B Zg R T B R R LE, [FI 1 i
EoR kAR,

AT Tt T R DR b 4 01 B R A R
H—AARAAS B X8 ) EE A R 4y, R 45 a8 A
BERR IR H LA R — A0 5 B 2% Re % IR #1817
FERAF R RE I AR o TR b I 47 308 15 i % oo i 2
B TR I s, Mo 2B SFA R, TR
TR, WA e ] A% By B BB AK ST AT 25 Ak AT
W 53 A — E BT Re 17, R TAERE AR X [
E, AER 2 AR T PO ATI AR 1 Wl o5 1 e PR
TR ThRee R VAR KRS, PRI AT 2 B 500 X 3
DAz A5 BERR P T I HAR IR A 7T, $ s R —
PRANAS B 45 2 Ge ) 22 A VA i) SE 890,

Ak, BEE N TR e fE, DLARRE &
tk.2%2>] (DRL, deep reinforcement learning) XK
I A% 25 2] BORAE G L F IR 2 T2 N
FHO, 78N TR S5 JE 28 AR 25 & 1 2 Refk
I RG T, BRI TR R ZOHEAR, R
IS BAEE p A — A BRI Pt TR mE 2
() T o S SR BT e A P SRS, $R T R
G555t B PR B S B RE UMY SCRR[12] L T
Stackelberg THZEHLAY, 5] N2 I BIESEH T R
GipT PR SRR . SCER[13 TS H 2 2 T
R HTRR AR N B R AT RS A, SR BURE QM
#% (DQN, deep Q-network) HiEHEATH THILE,
B T ERER T P I OR R RE . SCHER[14-15]
FIHBRE Q 2 A Bk AT OISR, R AEATR
BRI PUE BAME E MG B0 S T il kAR
R AR PTT PR R S . SCHR[ 161 FH ff 5 P S W A
£ (PG, policy gradient) %5 y7: S L% 8 5t T 0
W, BEE RN T R S HORE, PR
TR s LI RE .

MNEHFRE, B TR SR TP

RFETTERE BN e 7 A e B
e SEEGE BTG S, IR TRtk
SRS LR P T RS, IS RAF Pt
PURVERE. ST, VRPE SR SE T IR 2% FE Bk
TIEARIREAN P (s HI B 28 SO B o FEVR P AL 27
SIHLH T, FH T R SRR B Ao 2 A 2% 45 F AR N R
7%, HVATERZISHAES . DR GTHAE RS, Joik
73 KR AL 2 6 S 5 O B R A 4 I 2% )
IR, SBHUTFHPSRTICERSL!TE,

BEXTOAE RIS, ASCHR T — A 1 3 S

8k

flt4t. (PPO, proximal policy optimization) )% GEHT
THRFERIE . 2L AR AT 2 0 3 35 %
WP E N E YN ZR RN LE, AT AR 4
K5 HPTA BT R A BAE R SR E R s
B BN AT N A B R I s s AR
P RATER R A S B T RIS N 2k ¥
WIZRGS RS0 = v SE i il B R A% (0] KAT 48
SRR ARG IR 2 S R, AT 7E 2 3 PR KT
TGS A DFEIT SR RIS, 52Tt 1 s e
28 FASL SICH FEE AT R SR fE
1 RZERE GO S
11 RGRE

RN E (S RGN 1R, KAT 28 A
TR 2 TR) 2 57 R A5 e S, R R A o
KT, BIEFTIES, BRERZZHT
POIREE, 5o QAT AR AT I 4% 0 45 B B ) 1B
UL

G

“wd N

ES R0 A

7

oy II llf\w

fl{} ‘T

a /! 19

i) el
&/ /I/§ X
#% / If@ EEET W
1y

i BT
K1 RIS R



%81

LA S BT SRS DU AL )R RE ST T R R S SRE -251-

AN BRI B 5 4 2 A8 ) R 855
BBONBENL T TP s N TS A R
G . BEHLTHE LA E 1 R 5 D 2R A0 B R B
NUEFETETE . AT HELAE & 1) R 5 D 3G 74
HEFATEE. RV ATPIE R — e Hbr
G RS M TS AT IR, O DARE 0k
Thaesst RO H As 5 515 1 AT 020,

WISCHER[21] AT IR, T HEI6 -5 % Hl 42 8 15 5% %
MFFEE TP DU “RF7 g g, T
PR E RS E RN T EEM R TIE S
AT A B LAY AU B A S s B Rl
e, RFHEET IR SR 2 S B3 o ok 7 2
ik TAESZR . M gL 77 =0, ¥ s o=,
DA =R e s O w7 182 8 A <o g G s

AT EIREDRE, MAEF T RS RAT
N, ARERZAT AVE R TR A3 S Tt AR
PAFI R BT ST A R A ROIRES, FiX
RIS M BORESAT - - B IRSE R E
A5 BAEME, %A RAE BAE U2 I 2% 1 25
FEA T HEnE S8 37 . 120 F2 T DA IR S 1 SR AT R
PR, BEREXN(SAPRY), Hi, S%
RIRBDRES W], ARRRFAT AN, PRRIR
BHEBME, R(sa)e REREIHKEKE, ye(0,1)
Foor RAER TR T
1.2 B

AT DA G5 1 T SR BE IR FE A 2% 21 R
i, PR E SR AN ST PP S 1 () B R R
175 prtel

TERTZ ¢, 59 B I W 2 IR B IR IR BDIRZS
s, €Sy RIGTEFRERIRGS s, FARYE 4 i 550K 7 () 34T
T RES a, «— 7 (s,)o TEGETHFEMEFIH E S AR
TEOUTR, SREWS IR B 5 H 23 B0 BB AN AT N I R
7 (s,a) e (0,1)BHEEANHERITNa =7 (s) R(s,a,)
FEEAEIREDIRAS s, N REUT N a, T BE3RAR (1) S B[]
WAl 7, FREAIERAT N e, JGIER TS, HEDIR
BUMEP (a,) RIS, | € So R IZTRER]
PLEGE H—AN A A TN BRI 2 SIS, Rom N

T= {Slaal9rl9S29a25r27'”9ST5aT7rT95T+ 1} (1)
FEIZAE PR, RBEHR R E T RN
T
R(z)= 3, )

t=1
T SRS IR AT e B ems PR Ao

22 M 25 H TR SRIE R AR T 2800 AR 2R 1 B
B, PP R R EOT AR A
_ 1 &
&=ZMﬂM@”ﬁZRW) 3)
Hodr, o N5 n A BIA 5 20K, IRRA ¢ 12
IR IR N :(sf,a;’,rt”,sfﬂ), Fn M EEILG

T, A
SATE R LB SR AR LU AL A RSB

0" = arg max R, 4)
W, TRUCR A BT 7 v iR AL
SHEH .
0'«— 6"+ VR, 5)
Hp, n AFEIE,
AT D910 1 SR (Rl Ik - B A A2 (10 AR R o 22 K]
Z5SIN,  MREFIR AR N 28 S 0 0 R RN
9= {WI,WZ’... : bl’sz...} (6)
H, wRRIREMEM P TEE, bRR
IREEARZ N 28 )58 12 m B A . MR3E (D) r% 2]
B FIEN, W P (00 RIE VK PR EI, AT
RKmN
P(70) =

N
p(sl)Hp(an|sn,9)p(r1,sn+1|sn,an) 7
n=1

MR A 3) AT (7) AT DUHE 5 H P 35 SRR m] R
fE, #oanA
VR, = 11/21 tZR(r”)Vlogp(af|sf,9) (8)
R, K (@) Z(S) T LA S IR B s Ak 2
SR TREABEIRY H R R A 2 P 2% 1)1 25 RN X 245 S AR BT
gx BT, HET SRmSHR R IR FE R AL 2 S BT
P R an Sk 1 poRlel,
BiR1 BT RN RA P IR T SR AL 2 I P T R
RIS
1) WAL SRS 2% (- ) BN M A
M. EREEEE. FRAERDE T fit
WIS B;
2) HEGHGH L e = 1,--- ENF, $ATIER,
3) BEHLHI 4G A 2256 (R 22 56 21
4) Gk R Lt = 1, T, $ATIEAR
5) MBI s, MRAEHEE arg max 7y s,.a ) %%
MR IAT N e, BMEENLEET BT



£ 252 - W fE

¥k

¥ 45 %

kR

6) HAT a, MESLHIERME r FIEFIRDS s, 5

7 WIERIH <s,a,r,s, ., > HAHEELR
s

8) FHHL N Bt i h X BE = (A 50 2H, R4
K@) F(S) T7E S E 0 I Dk

9) {5 1kiEAR

10) {5 1EIEAR

B P RS RE Re g < - ) -
HATEN” AT X AR T IEE, JF
B A A g X 25 A B AR BT R, R Rk
ZAN TG MR &E N STBR[22]% W,
BB S REO R KR G, AT RENS o IR AE T B
AT H, Bla, — a*.

FERBEDT TR SR SFIR I SEBR N o, BV
5% LR TR SOE AR BN ORI G (32
HEAREDP, A TEMEBHH TS, 5
TR AL 2 R REPL TR R RA TR 2R
A& PR P 2% S5 K, I I8 I A Wk AR AL A I 5 4
e, ok TR IR AR ZR R A AR I AR AL
Ao BRI, H TR, DhFEANAL B 3 52 BRI K
AT AR AR R IR B SR A 5 ST I SIS PR SR, R REPIT
TR R LR B2 N
2 BRI
2.1 HEIEHEENIIIGRI TR RIEEY

N T B RATER IR TR R, ALt 7
T A4 BN 2R B F R SR Y, i 2 o AE
TRAT A R AL R A N 2 SR PIAT TR
RZNPRIRANE NS (NS SHER RN O, (T
PUT IR HAT, AT ZRo 78 0l 1) 7
A5 RS 22 I 295 55 KL L ) PR TR T Ao 222 A 2% K
PAT AR B EN LR, TR ISR f 2% (2%
ZHITRN 0D o SRR B AT AR AT ISR,
THBIRA S AT D42 30 15 B B R e bt TR

FE—ANEE LT, AT IR I RN A B
R s, RBMHAEMNE KB TIRAT N a, FHE
T8, R)EHE LB ERAE r, AR SR
WERE s, HRERH<s,a,r,s,,,> HFT
N 308 A % B U 2 ML TR 3 o b T 3l PR )1 e 222 1Y
AT AT AR R B A A5 BT R A B 2R
Sk, FFAEIINZRIT S0 0 28 2 08 5 A SE e Bk K

VRS TS LIS E M E S HE . R
A& AT R A B4R bR B BT R

BATHC T3 e,

USRI W 2%

\
\
\
Covl Cov2 FC1FC2
\
\
\

—— e

_| Covl Cov2 FCI1 FC2
” e EEES

B2 st BN SR T P bk e R

1) FEARAS

i %1 ¢ ISR BDIR S s, B AARIE TR PO, T4k
RO T TE S, B AT A AR R R R,
FMELE (SINR, signal to interference plus noise ratio)
SINR'), 4 P& 4 2 R4 C1) RIBE #5705 (BER,
bit error ratio) BERI:[FIM)iE, Foxh

s, = {POJ I, RY,SINRY,CY BERY}  (9)

2) 17 =]

AT 3 A e R A E I T ),
B ED 7 Rom' s IR E b, RS T p,
SEMBLTIRRE, B2 AT A A a, Rom A

a,= { f(t)’m(t)’bds(t)’pf(t)} (10)
Ho, 1<fY<nN,, 1<ms<M,, 1<b, <
Ky 0<p V<P o Ny FRBEm SR T IE S
', M, RonEER SRR gy R G EE
K R K I, P R KRBT

3) [l R 2

TERBRAS s, N REUT N a, B RE 3RS 1 2 B [A]
A r TR N

r, = Bylb(1 + SINRY) - C, pl) -

Ch]:((f(t) ¢f(t_ 1))|(m(t) *

D)l (by ) = by, 7)) (11)
Horpr, SAALE RN AR, B 0E0R
BEFE I DhZARY, 28 =R BERE Y 1O LT



8 W RN S T i AN AR AL R R R TR PR Bk - 253 -
BCASRER . TR R S B B T po(s) P gp(s,) R A1, FUSHE— R &

M, B, RN TEIEIE, SINRYRIREZ ¢
BEMET ML, C, FoR AL RN R C,
TN E RN BRI, F(9)RmIEREE, 4
FROLE BREUE N1, B0, “)7 For “80” L

B 15 I 155 0 398 2 R T DA T 88 25 40 0 )

FURS TRDIFER P, BFEDF N o, THAEE
AL, B % g L SINR ' AT LA R Ay
(@Opl0)
SINR() = Pr % (12)

o+ zP h(’ ( f]’))
2.2 Lﬁ%%%%ﬁi
MRYE 2.1 TR g H B HE S, BRI 25 |
SRIT R LT3 BAR B B ] RO N
VR, = E,;pﬁ(.)[R( 7)Vlogp,(t )] ~

ﬁfﬁgw%h%fﬂ:

g Ao )90 (pfa]))] 09
Horft, p, () FETRAE AT 20 00 4% 225 0 60 R (1
TN FE A A° FRIEAS 2w i 2R S sh VT
(s.a, )R, AIFRRA

=|=

@

A(s a) zlt =y (14)

S, b, OWFRTIR, ST T,

EB LRI NS IR, HOTE A4 25 2 U 25
PRk B b AR (SRR s AT A
TR A P G M PR AL o
e IR, 5B 2 U4 0 B 3 A
g,( ) 5T B py( - ) Z G LE
3. N T HERKARZE, 310 F R R
e

B, L/ (0)]=[/()p(x)dr =

[rntHawa=5, P{) Eﬂ(m

5 (15)RASR(13) T B
VR, = E(Spal)%(.)
pﬂ(at|st) pH(St)
qﬁ'(at|sz) qg(st)

- A"(sqa,)V 10g(p3(af|s:’))] (16)

b RSSO T A . BRI, B p, (s, )

MM R & RECR M

aols)i, w22

qg(S,)
SR ECR T, SIANGER
v/ (x) =/ (x)Vlog(f(x)) (17)
A6y LA R

polals,) A(s,.a,)| (18)
qO'(at|St)

SR, DA SRR R VR, Ik TR A W ZE 1
B4 p,(ajs,) 5 q,(als,) ER K, VR, 577(0)
(177 Z 3 AR EE, RA)MRIEEE VR, < J7(0)
25 NRE . N T wRIX PRz, ] L] NEL
FE KL v filk, HARRIAANXA9) R,

zp log{ (x” (19)
B, (18T HEm N
VR, < Jppo(0) =
J7(0) = BKL(ppgy) =

pg(a[|st) Ag(s,,at)} -

(sl,a,)%](r(') q€v( at|st)

ﬁj?é?pa(ab)log{§9EZﬁ;} (20)

b, pRBUZET, Be(0,1)
2.3 BRI THORKREZE
I PL T, T SR A AL B BT
PSR FIE e b TH S A AT B AR ) S . RATER
ﬁ&ﬁfﬁm% T Sy 3 AT B LR SR, BT
REFR S WS 2 RS 3 BT o
X2 PPk TR PATEIE
D) MR A 7, ( - ) B
Bt RIS IEROP LT
2) MBHEH L = 1, T, PATIEA,
3) MEIABRAS s, RIBRFIIE ML 7 (- )
LRI AT N a, < m,(s,)s
4 PAT a, MESLRIEFRIE r LIRSS s, 15
5) MEA I ¢f = {50,708, 1) IAFRETE &
ITasA I

D o _
VR, J7(0) = E(S,,a,)Nq,,m[

N MIE



- 254 - EofE % M 545 3%
6) ¥ T HT LRI A o2 I N AT I 4508 15 B 13) {5 1A
o b T 3 5 14) Hb T S52K5 1 e 22 0 48 T8 (R S 5B v 45
7) {5 1L AR AT
8) WAT BRI B EIE MBS 5, BT 15) KATEIT IR MBS EEH: 0« 05
RPN EMNEESEL R 0« 0, 16) 152 113%EAR.

A3 PrTHiu s s AT HIE

1) WA IR L 7, (- )y A M
20, HAAFESH B, BUE T B

2) M AT SRR A I H o, FFANE
B

3) MUka IS H b > B, $ATIEMN,

4) fR4ER(14) T FIE R A7

5) M IEb A B LA EL B B 2 2 504, AR
QO H J50(0), FHHAT VR, < J5o(0)s

6) AR () AT U LR 28 X 245 2 55 5 3 5

7) {5 1B AR 5

8) HuTHI 3 K I R 42 N 28 S BUOE B S 50 E
L RAT A

TRAT AR b T 3t R A S I 5 T T i SRS AR A 1)

HEePT TR, L4 FTR.
R4 BTk SRS AG ) B RE P TP SR
Hik

1) WA RSN 2 (- )y YIZRAHE I 2%
my( ) BENMBGK ., IR A%
E. FRI&IERSHT. S HB. UE
BT B

2) YEEHH L e = 1, ENF, HUATIEAR,

3) ML = 1, T, PATIEAR,

4) WERAS s, MRIERFAIL NG 7, ( - )IEFE
TP AT N a, < 7,y(s,)s

5) PAT a, WESLEDEHRAE r FIEEFEIRES s, 15

6) MER I M ¢ = {s,a,r,s,. | FFAFRETE
ITERa R

7) ¥ T HTHI LRI A o BN AT 458 A B
FERIHI S, fE NGB

8) 15 1EikAR

9) YA B H b > BN, PATIE;

10) ARHE N (14) TR AP R H 47

11) NELh R BEAM I B E R A0, R4
ROV EH I o (0)s HPATVR, < Jio(6):

12) A48 2R(S)HEAT I 2R 28 W0 2 S 50 37

3 fAEIE

N T B AIE A SO BRI T SR R AN A R BE L
TR FE L, AT A GERAT 0 B

D7 BB A SC Ry S L BRI R T
W B B (1) TR B 5 AL 2 S BT B o R DS
(IR AT PGS E L) . BT IRE Q2]
[ P T Pt vk 5 Sy U41S) (Cfaf Bk Ol 2 T DQN [ #
REIED - BB TR 5% L AR Gt Bk A A =gk AT
PEREXS L. P, 3T PG AT DQN () v 5 B3 %
JEI b T S5 B P 8 R I A X, T 3 9 1
T 22 W 26 SR I RAT 28 R AR 1 AE R 28 50 4 kA7 I
Yo A% Gk AT R [ kA R 5, iR
[E] 52 P U8 i g D 7 5K, R S Th 2R A e D de KR
IRP_

FREEBINFIE, P ESR BT S MR
HEIMZEEINEE 1R, HERMAR/NM = 1024,
HEAL IS H B = 32 SR FF— 3.

=1 RERE ML L5
MR BREL BRE2 AL ERiEd=
PN 11x11 8x7x7 10x7x7 160
by | 3x3 3x3 2x2 —

FK 2 1 2 —
HhEAEL 2 1 1 —
IERE AL 8 10 10 —
PBos R ReLU ReLU — Softmax
L e 8x7x7 10x7x7 10x4x4 6

DL b T 3ty 5 5 (R B TR 2 1) AT %
WASEEM NG, Hms R KENIIE P,
60 dBm, K435 430 dBi, AT EITES
B KT H AL 90 dBm. [F) 5 I8 TR B 55 M i b
235786 km, LAEMIBN2.4~2.5 GHz, [{51E%L
Ny, =10, T{5IE % B, = 10 MHz.

FRFEHBEAEEHHDETFE L, AR
br, BERBENLTHE. SR N AT, R
XFHPRAT . BENLTPAE A BB LG S



%5 8 34 PR T A SRS AL BB RE BT DD SR i -255-

EAT PR A7 58 . AT RS 5 5%
B AHEE BRI 47 55, EM A RGTA TEIE.
RN AF PN RGFTA (8T |, SERYrE
BBl R B H AR S SR TE R, DU e Zhaest Hk T T
PelO201, PP KR T2 N 50 dBm, KLk
N5 dBi, THUEE B /NN 20 kP4

DI SR MBS HOR E N PR AR
MHRHBC, =1, HEHEELN REC, =10, BEH
% ¢* =-120dBm, EUERFTL=0.2.

B34 T A, 2T PG EHE LM
5T DON MU SR EIE M it 42, P BL(11)
IR AE N IH— b RGakRE . M3 AT LLE 3,
AL EEAE 29100 A [8] A I 32 Wi 5 2 % )3 —
ARG REE, WSUERE R AT . T HoAth 2 B pe s 5
EAE 160 N Hl & 2 5 A T s, BYERE I B B
Ko ASCEFWCSOE B 00X 2 Floot b VR T T
37%, X2 Fht L BRI S REANER AR, JRIAAE T
SRR AR S BRI H, Tk
{HE T b S B 2 T IR AR A, eV AT A N )
ETHAE.

S N g
o i o

(=]
T o T

A—Ab R GERLRE

i —a

i it { | PGB
i i L HFDONH A%

-04f

|
I
()

80 100 120 140 160 180 200
ol & 504
B3 AR REST TR SEETIR I SRl 2%

0 20 40 60

Blagth TARBEZE PR ARG A RHE &
BRI Rk, WE 4IRS, ARCHZE
WU 72 R G 75w LU T PG 1 vk S Bk Fn
T DQN [ ¥ S VIR T2 25%, Ut B A SCH 7 R
% T 4 RIS A B TP . A& e Bk A A AN
B ML v 5 S 0 1k e BH 2 95 T A 3 R Ak vk 3R
BVE, X X 2 FhEE A N TP DL
PR, TCIEA BB

—o— ARHH: —*— BEBLILSR LI
—<— T PG —E— LGRS
—>—JETDON IS5

—_
S

P R G4 B (Mbit-s™)
S N - T )

e

S

100 120 140 160 180 200
CEce- O
B4 AFRSEF R G R R S BRI R 2k

0 40 60 80

P 5 2t 1 AN [R) B0 001 4580 S Ty 2 B Tl 5 3
AR A ML . A SHTLUE B, A SCHIEAEN
S JE T 20 A 5 Th 2R AR v 1 HL At 2 F ph SRR
%, EHEBTRAGEENRT, SEINERETEL
PRI LRI AN o [, ASSCRGAR P R S DA
PRBS R RIS DR AT — e, RASCHILIF
AR I I 3G KR D FRARS LTI, WA TE 53
AT B 248 B2 A BRI O

607 = = = = = = = =
—e— AHE
—<— FETFPGIYIR A
—b>— FETDQN HygLsR 5%
—x— BEALYE SR %
—a— RGPk

Esof

2 4

%

R

=

fa

§
30

20 KiO 6I0 SI() l(I)O 12IO 14:0 16I0 18IO 200
i & A
s RIS TR S B A B M F M

B2t T A FSRIE— B gL (R
) A IR AT VR B, DA S ki ot S B A A 1D
B A HCB I R R . N 6 AT LI B R
B, BEHLR S EIE AL GBI T a2 T
MHEE, REEE H il i Bk e 4, HiA
— AL B IR AL N 0.9 A1 1.0. 24 [E 4 KT 120 4



- 256 - wofE W 45 %
s, zlgj%/zt TR VA — 4 6 A5 VR B A T oAt LA art[J]. IEEE Communications Surveys & Tutorials, 2016, 18(4): 2415-
BB d, R PR A S SRRl I S M B Y A8 LA 2l
o \ W e \ [4] FRiGH, MR, 2210, 25 . 6G F3h IN 48 et R [1]. 38 15 23R,
2, A RR R KA, R AT — BN A Y 2022, 4307y 189-202
S A, B sk — B3 I 1F7] P 00308 B % 32 4 e
LRSS, AERAE AR — BN ] Py BB P 2 ZHANG H J, CHEN A Q, LI Y B, et al. Key technologies of 6G mobile
e e o L
?ﬂ‘ﬁ'f” Efi Ho network[J]. Journal on Communications, 2022, 43(7): 189-202.
0 [5] GUIDOTTI A, VANELLI-CORALLI A, CONTI M, et al. Architectures
1. = = = = = = = =
} and key technical challenges for 5G systems incorporating satellites[J].
0.9 3 IEEE Transactions on Vehicular Technology, 2019, 68(3): 2624-2639.
08 [6] SKESER, VFREUK, 2R, 5. KM — el fs B4 2 2R A R[]
ﬁ 0.7 AR, 2021, 42(9): 87-95.
% 0.6 ZHANG L C, XU Y B, LI F H, et al. Dynamic security-empowering ar-
g 05 chitecture for space-ground integration information network[J]. Journal
& . on Communications, 2021, 42(9): 87-95.
—0. . e N3 N
pr— S (7] BRI, IR, PhEHR, % LT 5 B AR 00 (30 5 A T
0.3 —— HETPGRIYASIE O
& K], JBAE AR, 2023, 44(10): 13-22.
—>— JHEFDON M % Dl 15 10
02 —x— PlALPER ZHU Y G, SUN Y F, YAO F Q, et al. Channel-space endogenous anti-
—a— fE5 8
0.120 4‘0 6‘0 8.0 1‘0 0 1‘2 0 4§1‘f0%ﬁﬁiﬂ§)ﬁ 1‘ 30200 jamming method based on multi-reconfigurable intelligent surface[J].
71 & Hu A Journal on Communications, 2023, 44(10): 13-22.

6 ANFEIFIER VA BB 0] 5 30 P 9% 2 Hh 2

LERVE

FER I — AL BRI Zh ST s,
ITEHIEH S IR IR, TR e B R4
W28 I 2R, BEMATR P 9 AL 27 ) B BEHL T P ok Stk
Ao ASCHRH 1T Sms AU AL 10 B REPT TP ik
SREEYE, o3 BITE TCAT 453 R0 ML I S 350 38 R SR 2 ) %
AUNZRAH e A 2%, T ms AR I AT 48 I B 2 50 A5
ST R LR, IR R 3T 2
HOLH, AR RAT 2 BT L AR [R] I S 20
PPk, DiHas REY], H53T HRBL AR
FEQ AR SREIEM LY, A SCRIEW SR 4 T+
37%, WSUEKIT B RGBT 25%.

SE 3K -

[1] BEH, T, A, 45
2021, 42(1): 130-150.
HUANG T, LIU J, WANG 8, et al. Survey of the future network technol-

RRIALE AR 5 R a3 SRR (0], 15 224,

ogy and trend[J]. Journal on Communications, 2021, 42(1): 130-150.
IR, b TR — AR S 0 2 7 38 Bl S sk iy S8 FH 502,
HUIRELA, 2018, 58(6): 738-744.

LIU T H, WANG H Q. Thought on application of space-ground inte-

[2

—

grated information network in domestic civil aviation[J]. Telecommuni-
cation Engineering, 2018, 58(6): 738-744.

[3] NIEPHAUS C, KRETSCHMER M, GHINEA G. QoS provisioning in

—

converged satellite and terrestrial networks: a survey of the state-of-the-

[8] BRYAN C, MARK G, JESSE S. Winning in the gray zone: using elec-
tromagnetic warfare to regain escalation dominance[R]. 2017.

[91 YAO H P, WANG L Y, WANG X D, et al. The space-terrestrial inte-
grated network: an overview[J]. IEEE Communications Magazine, 2018,
56(9): 178-185.

[10] SR, #RIEHE, AR 5T, 55 0 HU R Re TR L3R MEOR ()], @1

247, 2022, 43(10): 42-54.

FENG Z B, XU Y H, DU Z Y, et al. Active defense technology against

intelligent jammer[J]. Journal on Communications, 2022, 43(10): 42-54.

A0, AL, SEMIL, 45 B Ak HT T IRIBE EORBI T[], JoLk il

51K, 2012, 38(1): 1-4.

LI S Q, CHENG Y F, DONG B H, et al. Research on intelligent anti-

(1]

jam communication techniques[J]. Radio Communications Technology,
2012, 38(1): 1-4.

gk Ay, AR, B R, A% BT aRAL S S TE AU B I 4 L
BEFISAD]. 554038, 2021, 37(1): 11-18.

ZHANG M J, ZHAO R, WANG P C, et al. Anti-jamming algorithm

[12]

with reinforcement learning in UAV-aided Internet of things[J]. Journal
of Signal Processing, 2021, 37(1): 11-18.

EEGAR, RE T, B, 5F . SORBER A SR R T ILCR D). (5 S ik
B, 2023, 39(1): 84-95.

WANG R D, ZHANG Y L, WEI P, et al. Intelligent anti-jamming strat-

[13]

egy for tactical frequency-hopping system[J]. Journal of Signal Pro-
cessing, 2023, 39(1): 84-95.
[14] HAN G A, XIAO L, POOR H V. Two-dimensional anti-jamming com-
munication based on deep reinforcement learning[C]//Proceedings of
the 2017 IEEE International Conference on Acoustics, Speech and Sig-
nal Processing (ICASSP). Piscataway: IEEE Press, 2017: 2087-2091.
[15] LIU X, XU Y H, JIA L L, et al. Anti-jamming communications using

spectrum waterfall: a deep reinforcement learning approach[J]. IEEE



%81

PR T A SRS AL BB RE BT DD SR i - 257+

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

Communications Letters, 2018, 22(5): 998-1001.

LI W, WANG J, LI L, et al. Intelligent anti-jamming communication
with continuous action decision for ultra-dense network[C]//Proceed-
ings of the ICC 2019-2019 IEEE International Conference on Commu-
nications (ICC). Piscataway: IEEE Press, 2019: 1-7.

TRAER, GLA, MRT 3R, 55 BRI R AL 2] R AR 7 AR 1
RERA[T]. RS TRES T HOR, 2024, 46(4): 1297-1308.

ZHANG M Y, DOU Y J, CHEN Z Y, et al. Review of deep reinforce-
ment learning and its applications in military field[J]. Systems Engi-
neering and Electronics, 2024, 46(4): 1297-1308.

BB, WSS, WA, 5 L RS SR AL SRR S 2% o A
A1 BUR S RTSE[T]. R TR THOR, 2023, 45(3): 886-901.
TANG S Q, PAN Z S, HU G Y, et al. Application of deep reinforce-
ment learning in space information network—status quo and prospects[J].
Systems Engineering and Electronics, 2023, 45(3): 886-901.
STRASSER M, POPPER C, CAPKUN S. Efficient uncoordinated
FHSS anti-jamming communication[C]//Proceedings of the Tenth ACM
International Symposium on Mobile Ad Hoc Networking and Comput-
ing. New York: ACM Press, 2009: 207-218.

WILHELM M, MARTINOVIC I, SCHMITT J B, et al. Short paper: re-
active jamming in wireless networks: how realistic is the threat? [C]//
Proceedings of the Fourth ACM Conference on Wireless Network Se-
curity. New York: ACM Press, 2011: 47-52.

HE X F, DAI H Y, NING P. Faster learning and adaptation in security
games by exploiting information asymmetry[J]. IEEE Transactions on
Signal Processing, 2016, 64(13): 3429-3443.

SUTTONR S, BARTO A G. Reinforcement learning: an introduction[M].
Cambridge: MIT Press, 2018.

HE K M, SUN J. Convolutional neural networks at constrained time
cost[C]//Proceedings of the 2015 IEEE Conference on Computer Vi-
sion and Pattern Recognition (CVPR). Piscataway: IEEE Press, 2015:
5353-5360.

530, XUBH, JEG, &5 . SRS 6] H AR LR SR SRR 1], iR
8 T2, 2023, 32(5): 110-118.

ZOU R, LIU Y, ZANG Q, et al. Overview of development of foreign
space-based space target surveillance system[J]. Spacecraft Engineer-

ing, 2023, 32(5): 110-118.

[E&E R

o (1990-), 5, PIEH A, FEE
T HARGE AT R AW, EEF
7N RAT R EGE S . N TR e

22 (1994-), 5, EERA, HLE, FHE
PURg T & A BT LRI, EEAFR K
ML 5B shiEE. N LR

2% (1988-), H, W E A, i,
R K s S, EEAFAR T 1A
NELSHEEE. AT,

|E (1995-), 5, WIEAMA, BTF
PR, BRSO TS5
A Pl

TE (1974-), H, WIEREAN, it
ML TR 2 #, EEBT R N L
5%



